[image: A close up of a ball

Description automatically generated]


ABACAS Kilbarrack
Data Protection Policy












Ratified by Board of Management – March 16th 2026 
Policy Review – March 2028











1. Introduction
ABACAS Kilbarrack Special School processes personal data in accordance with the General Data Protection Regulation (EU) 2016/679 (GDPR) and the Data Protection Act 2018, which replaces the Data Protection Acts 1988 and 2003.
This policy applies to all school staff, the Board of Management, parents/guardians, students, and other individuals, including prospective students and job applicants. It outlines the measures taken by the school to protect personal data and ensures that such data is stored securely in compliance with relevant legislation.
The school acts as a Data Controller for personal data relating to past, present, and prospective staff, students, parents/guardians, and other members of the school community. In this capacity, the school complies with the principles of data protection as set out in the GDPR and the Data Protection Act 2018, which can be summarised as follows:
1. Fair Processing: Data is collected and processed fairly, generally with the informed consent of the individual or their parents/guardians.
2. Specified Purpose: Data is collected for explicit and lawful purposes, and individuals are informed of its use.
3. Purpose Limitation: Data is processed only in ways compatible with the original purpose for which it was gathered.
4. Data Security: Access to personal data is restricted and protected physically and electronically.
5. Accuracy: Individuals are responsible for informing the school of changes to their personal data, and the school ensures records are updated accordingly.
6. Data Minimisation: Only necessary information is collected.
7. Retention: Data is retained only as long as necessary, in accordance with DES, Revenue, and legal requirements.
8. Access: Individuals may request access to their personal data.
Purpose: This policy ensures statutory compliance, informs staff of their obligations, and explains how personal data is handled.
Scope: Applies to all individuals whose personal data the school handles.

2. Rationale
The school must comply with both educational legislation and data protection law, including the General Data Protection Regulation (GDPR), which came into effect on 25 May 2018.
This policy explains:
· What data is collected
· Why it is collected
· How long it will be stored
· With whom it may be shared
Safe data protection practices safeguard personal data, ensure accurate record-keeping, support effective school management and evaluation, and help maintain continuity despite changes in personnel.
The school is the Data Controller of personal data relating to its past, present, and prospective staff, students, parents/guardians, and other members of the school community. Formally, the Controller’s statutory responsibility lies with the Board of Management. The principal is responsible for coordinating the implementation of this policy and ensuring that all staff who handle or have access to personal data are familiar with and comply with their responsibilities under this policy.
Name				 Responsibility
Board of Management		 Data Controller
Principal			 Implementation of Policy
All Staff			 Adherence to the Data Processing Principles 
Entire School Community 	 Awareness and Respect for all Personal Data

Lawful Bases for Processing Personal Data
Personal data is processed only where a lawful basis under Article 6 of the General Data Protection Regulation (GDPR) applies. The school relies on the following lawful bases:
· Legal Obligation – processing necessary to comply with education, employment, child protection, and health and safety legislation.
· Public Task – processing necessary for the performance of tasks carried out in the public interest, including the provision of education and the safeguarding of pupil welfare.
· Vital Interests – processing necessary to protect the life or physical safety of a data subject or another person in emergency situations.
· Consent – processing based on explicit consent, such as for photographs, media publications, or participation in optional activities. Consent may be withdrawn at any time.

3. Personal Data Records: Record of Processing Activities (RoPA)
The school maintains a Record of Processing Activities (RoPA) that details the categories of personal data processed, purposes for processing, lawful bases, retention periods, data sharing, and security measures. The RoPA is reviewed periodically and updated whenever processing activities change.


A. Staff Records
· Categories: Name, contact details, PPS number, applications, appointments, absences, qualifications, grievances, accident records, mandatory reports, Droichead/CPD records.
· Purposes: Human Resources management, payroll, pensions, performance review, promotions, statutory compliance, and workplace safety.
· Location & Security: Locked filing cabinets in the principal’s office; digital records on password-protected drives with firewalls.
B. Student Records
· Categories: Personal information, parental information, religion/ethnicity, language support, previous academic records, medical/psychological assessments, attendance, photographs, academic results, disciplinary records, accident reports, mandatory reports.
· Purposes: Supporting student development, complying with legal and administrative requirements, enabling parent contact, providing educational support, documenting achievements, furnishing references to third parties, and supporting work experience placements (with consent).
· Location & Security: Locked filing cabinets in the office; digital records on password-protected drives with firewalls.
C. Board of Management Records
· Categories: Names, addresses, appointments, minutes, correspondence.
· Purposes: Ensuring compliance with the Education Act 1998 and maintaining records of decisions and appointments.
· Location & Security: Locked filing cabinets in the principal’s office; digital records on password-protected drives with firewalls.
D. Other Records
· Creditors – Name, address, PPS number, tax/bank details, payment amounts. Purpose: Financial management, audits, and Revenue compliance.
· Charity Tax-Back Forms – Donor details (name, address, PPS number, tax rate, signature, donation amount). Purpose: Claiming tax relief.
· Location & Security: Locked filing cabinet in the secretary’s office; manual records are securely locked; digital records are password-protected.
Parent/Guardian Records – The school does not maintain separate personal files for parents or guardians. However, information about or correspondence with parents may be retained in the relevant student’s file and will be treated with the same level of security and confidentiality as other student records.



4. Implementation Arrangements, Roles, and Responsibilities
Data Protection Officer: Name & Contact details 
	Personnel
	    Responsibility

	
Board of Management
	    Data Controller; overall accountability for compliance

	
Principal
	    
   Coordinate implementation; ensure staff awareness.


	
Teaching Personnel
	    
   Awareness and adherence to responsibilities.


	
Administrative Personnel
	   Maintain security and confidentiality.

	
IT Personnel
	    
   Ensure data security, encryption, and confidentiality.

	
Data Protection Officer 
	    
   Provides advice on GDPR compliance, monitors implementation, and acts as liaison with the Irish Data Protection Commission.

	
	




[bookmark: _Toc4162930]5. Data Subject Rights
1.1 Your Rights
Personal data will be processed by the school in a manner that respects the rights of data subjects. Under the GDPR, these rights include:
1. The right to information
2. The right of access
3. The right to rectification
4. The right to erasure (“right to be forgotten”)
5. The right to restrict processing
6. The right to data portability
7. The right to object
8. The right not to be subject to automated decision-making
9. The right to withdraw consent
10. The right to complain
1.2 Right to be Informed
You are entitled to information about how your personal data will be processed. This right is addressed primarily through the publication of this Data Protection Policy. Should you 

require further clarification or information not explicitly provided in this policy, please contact the school.
1.3 Right of Access
You are entitled to access any information the school holds about you. Upon receipt of a request, the school will confirm whether your personal data is being processed. You may also request a copy of your personal data. When responding, the school must ensure that the rights of others are not adversely affected.
1.4 Right to Rectification
If you believe that the school holds inaccurate or incomplete information about you, you may request that it be corrected or supplemented.
1.5 Right to Erasure (“Right to be Forgotten”)
Data subjects may request that the school erase their personal data. The school will act on such requests where there is no compelling purpose or legal basis for retaining the data.
1.6 Right to Restrict Processing
You have the right to request a restriction on the processing of your personal data. This places a “hold” on processing, offering an alternative to erasure. It may also apply when the accuracy of the data is contested or when processing is otherwise unlawful but you oppose erasure.
1.7 Right to Data Portability
This right allows the transfer of personal data directly from one controller to another. It can be exercised only in certain circumstances, such as when processing is automated and based on consent or contract.
1.8 Right to Object
You have the right to object to processing that is based on the school’s legitimate interests or tasks carried out in the public interest (e.g., CCTV monitoring for school security). The school must demonstrate compelling legitimate grounds if processing is to continue.
1.9 Right Not to Be Subject to Automated Decision-Making
This right applies in specific circumstances, as set out in Article 22 of the GDPR.
1.10 Right to Withdraw Consent
Where processing is based on consent, you may withdraw it at any time. Upon withdrawal, the school will cease the relevant processing.

1.11 Limitations on Rights
While the school facilitates the exercise of data subject rights, these rights may be subject to limitations to account for other legal obligations.
1.12 Right to Complain
1. If you are concerned about how your personal data is being processed, please raise your concerns first with the principal, who is responsible for the operational oversight of this policy.
2. If unresolved, the matter may be referred to the school’s Data Controller (the Board of Management) by writing to the Chairperson c/o the school.
3. If dissatisfied with how a complaint has been addressed, you have the right to contact the Irish Data Protection Commission (DPC).
4. Data subjects may also lodge a complaint directly with the DPC if they believe their data protection rights have been infringed.

6. Processing in Line with the Data Subject’s Rights
Data Access Requests (Subject Access Requests)
· Requests must be made in writing (see Appendix C).
· The school will respond within one calendar month of receipt.
· Requests are free of charge, except where they are manifestly unfounded or excessive.
· Proof of identity may be required to process the request.
· Any third-party data contained in the records will be redacted where necessary to protect the rights of others.
Telephone Enquiries
· Identity of the caller must be verified before disclosing personal data.
· If identity cannot be verified, a written enquiry will be requested.
· More complex cases should be referred to the principal.
Release of Sensitive Data
· Consent is required to release sensitive personal data unless one of the following applies:
· Preventing injury or serious loss/damage
· Legal advice or legal proceedings
· Required by law or court order





7. Data Breach Management
All personal data breaches must be reported to the Principal/Data Protection Officer (DPO) immediately. Where required, breaches will be notified to the Data Protection Commission (DPC) within 72 hours. Affected individuals will be informed without undue delay if there is a high risk to their rights and freedoms.
Definition of a Data Breach
A data breach is defined as the accidental or unlawful:
· Destruction, loss, or alteration of personal data
· Unauthorised disclosure of personal data
· Unauthorised access to personal data
Consequences of a Data Breach
· A breach can have significant adverse effects on individuals, resulting in physical, material, or non-material damage, including:
· Discrimination
· Identity theft or fraud
· Financial loss
· Damage to reputation
· Loss of confidentiality
Children may be particularly impacted due to their age and vulnerability.
· In addition to harm to individuals, a breach can also cause serious damage to the school, including reputational harm and exposure to civil litigation.
· Consequences may extend to disciplinary action, criminal prosecution, and financial penalties or damages for the school and participating individuals.
Responding to a Data Breach
· The school will prioritise and protect the rights of individuals whose personal data is affected.
· Upon becoming aware of a breach, the school will assess and address the incident, taking measures to mitigate any adverse effects.
· If the breach presents a risk to affected individuals, a report will be submitted to the DPC within 72 hours.
· If a breach is likely to result in a high risk to individuals, those affected will be informed without undue delay.
· All breaches will be documented internally, regardless of whether notification to the DPC is required.



8.Links to Other Policies and Curriculum Delivery
Our school policies are designed to be consistent with one another and aligned with the overall School Plan. Existing policies, those in development, or those under review will be examined with reference to the Data Protection Policy, and any implications for them will be addressed.
The following policies may be considered in relation to data protection:
· Child Protection Procedures
· Bi Cineálta
· Code of Behaviour
· Admissions Policy
· Acceptable Use Policy
· Critical Incident Policy
· Protected Disclosure Policy
· Health, Safety & Welfare Policy

9. Other Legal Obligations
This policy also aligns with relevant legislation, including:
· Education Act 1998 (Sec. 9(g)) – Parents or students over 18 have access to educational records.
· Education (Welfare) Act 2000 (Secs. 20, 20(5), 21, 28) – Requirements relating to student registers, attendance recording, inter-school transfer notifications, and sharing records with prescribed bodies for relevant purposes.
· Education for Persons with Special Educational Needs Act 2004 (Sec. 14) – Provision of requested information to the NCSE/SENOs.
· Freedom of Information Act 1997 – While schools are not directly subject to FOI, records shared with public bodies may be disclosed under this Act.
· Health Act 1947 (Sec. 26(4)) – Facilitation of medical inspections.
· Children First Act 2015 and Children First: National Guidance for the Protection and Welfare of Children (2017) – Compliance with child protection and welfare requirements.



10. Ratification, Communication, Monitoring, and Review
Ratification & Communication
· Once ratified by the Board, the policy becomes official and dated.
· The policy will be circulated to all staff.
· Parents/guardians and students will be informed at enrolment, either through the Enrolment Pack or an appendix.
Monitoring
· The Principal and the Board of Management will monitor the implementation of this policy.
· At least one annual report will be presented to the Board to confirm that the required measures are in place and operational.
Review & Evaluation
· The policy will be reviewed at predetermined intervals or as necessary.
· Reviews will consider relevant legislation, guidance, and stakeholder feedback.
· The policy will be revised as required to maintain compliance and reflect best practice.

Ratified by the ABACAS Board of Management March 16th 2026
Signed: ___________________               Date: ___________________
Pat Mc Kenna, Chairperson 
Board of Management, ABACAS Kilbarrack Special School 
Signed: [image: ]              Date: March 16th 2026
Laura Kelly, Principal. 







Appendix A: Website Privacy Statement
Website: www.abacaskilbarrack.ie
ABACAS Kilbarrack Special School is committed to protecting the privacy of all visitors to our website. This statement explains how we collect, use, and safeguard any information you provide when using our website.
By using the “Contact Us” form on our website, you consent to the collection and use of your information in accordance with this privacy statement and relevant data protection legislation, including the GDPR and Data Protection Act 2018; Children First Act 2015/Children First Guidance 2017 (as applicable).

1. Personal Information We Collect
We do not collect personal information about you unless you voluntarily provide it using our “Contact Us” form. Personal information may include:
· Name
· Email address
· Telephone number
· Any other information you choose to provide
This information is used solely to respond to your queries or feedback.

2. Non-Personal Information
When you visit our website, we may collect non-personal, statistical information through our internet service provider, such as:
· IP address
· Device type (computer, tablet, phone)
· Browser type and operating system
· Top-level domain (.com, .org, etc.)
· Language settings
· Date and time of visit
· Number of pages visited
This information is anonymous and collected only for statistical purposes.



3. How We Use Your Information
Information you provide via the “Contact Us” form is used exclusively to:
· Respond to your queries or feedback
· Address any matters you raise
We do not sell, distribute, or share your personal information with third parties, except where legally required. Aggregate or anonymised data may be used for statistical analysis.

4. Cookies
ABACAS Kilbarrack does not use cookies to track visitors.
Most browsers allow you to block or delete cookies. Please note that disabling cookies may affect the functionality of some websites.

5. Security
We take the security of your personal information seriously. Measures include:
· Physical security of records
· Password-protected and encrypted electronic records
· Staff training and awareness
· Regular review of security procedures

6. Retention of Information
Personal information provided via the website will only be retained for as long as necessary for the purpose for which it was collected (e.g., to respond to a query). Once the purpose is complete, the information will be deleted.

7. Accessing and Correcting Your Information
GDPR and the Data Protection Act (2018) provide a qualified right of access to information held by public bodies. 
You have the right to:
· Request a copy of any personal data we hold about you
· Request correction of inaccurate information
· Request deletion of your data (where applicable under data protection law)
To make a request, please contact the principal to obtain the relevant Access or Data.  Access/erasure requests, which will be processed within ONE calendar month. No fee applies unless the request is manifestly unfounded or excessive.

8. Contact Information
If you have concerns or questions about how your personal data is processed, please contact:
Chairperson of the Board of Management
ABACAS Special School
Greendale Road, Kilbarrack, Dublin 5, D05 F8F8

















Appendix B: Data Retention Periods for Schools
Pupil-Related Records
	Record Type
	Retention Period

	School Register / Roll Books
	Indefinitely

	Enrolment Forms
	Hold until pupil is 25 years old.

	Disciplinary Notes
	Never destroy

	Test Results – Standardised
	Hold until pupil is 25 years old.

	Psychological Assessments
	Hold until pupil is 25 years old.

	SEN Files / IEPs
	Hold until pupil is 25 years old.

	Accident/Incident Reports
	Hold until pupil is 25 years old.

	Child Protection Reports / Records
	Indefinitely

	Section 29 Appeals
	Indefinitely


Application forms 		          one year from the opening of the enrolment window.

Staff Records
	Record Type
	Retention Period

	Contract of Employment
	Duration of employment + 7 years

	Teaching Council Registration
	Duration of employment + 7 years

	Vetting Records
	Duration of employment + 7 years

	Accident / Injury at Work Reports
	Duration of employment + 7 years



Interview Records
	Record Type
	Retention Period

	Interview Board Records / Marking Scheme / BOM notes (unsuccessful candidates)
	18 months from the close of the competition, plus an additional 6 months in case of an Equality Tribunal claim



Board of Management Records
	Record Type
	  Retention Period

	BOM Agenda and Minutes
	   Indefinitely






Payroll & Taxation Records
	Record Type
	Retention Period

	Invoices / Receipts
	                                              Retain for 7 years

	Audited Accounts
	                                              Indefinitely

	Revenue Records 
	                                              6 years after the end of the tax year            
(as required by the Revenue Commissioners)






















Appendix C: Personal Data Access Request Form
Request for a Copy of Personal Data under the General Data Protection Regulation (GDPR) and the Data Protection Act 2018.
Important: Proof of identity must accompany this form (e.g., passport or driver’s licence).
Full Name: ___________________________________________
Maiden Name (if applicable): ___________________________
Address: _____________________________________________
Contact Number: _____________________________________
Email Address: _______________________________________
Please tick the box which applies to you:
· Parent / Guardian of current pupil ☐
· Former pupil ☐
· Current staff member ☐
· Former staff member ☐
Name of pupil (if applicable): ___________________________
Year of leaving (if applicable): _________________________
I, [Name], wish to make an Access Request for a copy of personal data that ABACAS Special School holds about me/my child. I am making this request under the Data Protection Acts 2013–2018.
To help locate your data, please describe the category of data you are requesting and any other relevant information:

This request must be accompanied by a copy of photographic identification (passport, driver’s licence, etc.).
I declare that all the details I have provided are true and complete to the best of my knowledge.
Signature of Applicant: _______________________________
Date: _______________________________
Return this form to:
Chairperson of the Board of Management
ABACAS Special School
Greendale Road, Kilbarrack, Dublin 
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	PURPOSES FOR PROCESSING 
	DESCRIPTION OF PERSONAL DATA 

	1. Contact and identification information
This information is needed to identify, contact or enrol students.  

	Purposes may include:
· to add names to a contact list before a formal application
· to provide appropriate information to prospective students
· to make contact in case of school closure (e.g. adverse weather conditions)
· to send SMS text messages and emails about meetings, etc. 
	Information required to confirm student/parent identity and contact through communications:
· student name 
· gender
· date of birth
· family details (parents/guardians' name, address, contact details to include phone numbers, email addresses, etc.).

	2. Application information
We use this to determine whether an applicant meets eligibility requirements as set out in our Admission Policy.

	In addition to the data outlined at (1) above, we collect personal data via Application Forms and Student Transfer Forms. Where the student is offered a place, completed Application Forms are placed in the student’s file. Where the student is not offered a place, the data will be used to respond to any section 29 appeals process.  
Applicants may opt to provide data on “Religion” at this stage, where this forms part of the school’s admissions criteria.
Any information not required to operate the Admissions Procedure is identified as optional.
	Information as required to ascertain eligibility under the school’s Admissions Policy:
· Name and address of current school
· Class in current school
· Details of siblings, etc.  
· Details of any special educational needs (SEN). (NB only for admission to a special school, or a SEN unit).
· Language: details re Irish language. (Gaelscoil / Gaelcholáiste only) 
· Religion (based on consent) Note: Religion may no longer be used in Catholic schools as a criterion for school admission.

	3. Enrolment information 
Once the school has accepted the student’s application and has offered the student a place, other information is collected in addition to the data outlined at (1) and (2) above. This personal data is used for administrative and management tasks, e.g. school communications, timetabling, scheduling parent-teacher meetings, school events, class details, start dates, book lists, school trips, etc.

	Contact and Identification Information: We use this information:
· to make contact in case of school closure (e.g. adverse weather conditions), or an emergency (ill-health or injury),
· to communicate issues relating to progress, welfare or conduct in school, non-attendance, or late attendance, etc. 
· to send SMS text messages and emails about important events, e.g. start dates, course details, meetings, school events, etc. 
	· Student name and date of birth (requires birth certificate verification by school)
· PPSN, Gender
· Address including Eircode
· Extended family details (parents/guardians' name, address, contact details to include phone numbers, email addresses, etc.).
· Details of next of kin (for contact in case of emergency)

	Academic record: We use this information to deliver education appropriate to the student's needs and to assess the student’s educational progress. Standardised test results are used to assess literacy/numeracy progress and assist with referrals to NEPS, etc.
	· Reports, references, assessments, and other records from any previous school(s) attended by the student. 
· Academic information is provided from one school to another after the new school confirms enrolment. Protocols are set out in DES Circular 0056/2011
· Standardised Testing Results 

	Language spoken: Without this information, the school will not know how to meet the student’s needs and deliver appropriate education. This ensures the student has access to language support (where necessary).
Irish Exemption Information re: application for Irish exemption if eligible (e.g., received primary school education up to 11 years of age outside Ireland, evidence of disability, student from abroad, etc.).
	· Information about language spoken (for language support) 
· Details of whether the student received EAL (English as an Additional Language) support. 
· Details re whether the student is exempt from studying Irish 
· Details to ascertain if the student is eligible for exemption from the study of Irish 

	Medical information for health purposes: This information is essential to meet our duty of care to the student. We use this information to (i) ensure we know who to contact in case of an emergency, (ii) ensure that we have any relevant information to safeguard/prevent damage to the student’s health (iii) meet the student’s medical/care needs when they are in school (iv) facilitate appropriate advanced planning with parents/guardians (e.g. notification to relevant personnel within the school, storage of medications, staff training where necessary etc).  
	· Emergency contact details (name, telephone, details of relationship to the student, etc.). 
· Details of the student’s GP (to be contacted in case of emergency). 
· Details of any relevant medical information (e.g. medical condition, allergies, treatment/care plan, etc.) to facilitate appropriate advanced planning with parents/guardians. 
· This may include the use of the student’s photograph for display in the Staff room as part of the emergency action plan. 

	SEN and Medical information for educational purposes: We cannot meet our duty of care to the student and our obligations under the EPSEN Act 2004 without this information. We use this information to (i) make an application to the DES for allocation of resources to support students, (ii) ensure the school has relevant information to deliver education appropriate to students’ needs, (iii) apply for appropriate accommodation(s) and/or therapeutic supports where available. 
	· Details of any special needs/medical needs that need to be accommodated, e.g. medical assessment, psychological assessment/report. 
· Details of whether the student has received special education support. 
· Details of whether the student been granted resource teaching hours and/or special needs assistance hours by the NCSE. 

	Information sought by the Department of Education and Skills (DES): We are under a legal obligation to return specific enrolment information concerning each student to DES. This is used to calculate teacher and resource allocations, capitation, and grant payments for schools; for statistical analysis and reporting on social inclusion and the integration of students into the education system; and for planning purposes. The DES seeks some additional information on an optional basis (i.e. parental consent). 
	Personal data is transferred to the DES via the Primary Online Database as set out in the Privacy Notice for POD provided by DES. Required information includes, e.g. mother’s birth name (to verify student PPSN). Other (optional) information is sought for purposes relating to social inclusion and integration of students in the education system, and for planning purposes, e.g.
· Whether the Pupil’s mother tongue is English or Irish* 
· Ethnic/Cultural background*
· Pupil religion*

	Use of photographs for yearbooks, social media, websites, etc.: Photographs and recorded images of students may be taken at school events to celebrate school achievements, compile yearbooks, establish a school website, record school events, and document the school's history. 
	· Consent to use (for these purposes) images or recordings in printed or digital format. 
· Separate consents will be sought for different publication forums. (NB: This excludes CCTV recordings - see the school CCTV policy.)  

	Religious instruction/faith formation is sought only when the school facilitates it at the request of parent(s)/guardian(s).
	· Religious denomination (based on consent) 

	4. Personal data gathered during the student’s time in School 
We cannot meet our statutory obligation to deliver appropriate education to students/or we cannot satisfy our duty of care to each student, without processing this information. 

	Academic progress: The school processes this personal data to deliver education to students and to evaluate students’ academic progress
	· Academic progress and results
· Results of in-school tests/exams (i.e. end of term, end of year exams, assessment results)
· Continuous assessment of learning and end-of-year reports

	Attendance: The school is required to collect and monitor attendance data and to notify the Education Welfare Officer (TUSLA) in certain circumstances, such as (i) where the student is suspended for 6 days or more (ii) where the student is absent for an aggregate period of 20 school days during the course of the year, (iii) where the Principal believes that the student is not attending school regularly. The school will notify the parent/guardian in the event of non-attendance or absences. 
	Statutory processing pursuant to the Education (Welfare) Act 2000. 
· Attendance records, including Registers and Roll books, etc. 
· Records of referrals to TUSLA 
Please note that the School Register and Roll Book are considered to be documents of enduring historical value. The School Register and Roll book are retained in the school’s archives for archival purposes in the public interest. 

	School tours/trips: Information required to make appropriate travel arrangements, to implement insurance cover, to arrange appropriate supervision ratios, to ensure medical/health issues are properly accommodated, and to engage in responsible planning. 
	Information to ensure the trip is properly organised and supervised, including:

· permission slips (signed by parents/guardians), 

	Special needs data, educational support records, medical data, etc.: Without this information, the school will not know which resources need to be put in place to meet the student’s needs and deliver appropriate education in keeping with its statutory obligations. This is to assess student needs, determine whether resources can be obtained and/or made available to support those needs, and develop individual education plans. Under Section 14 of the Education for Persons with Special Educational Needs Act, 2004, the School is required to furnish to the National Council for Special Education (the statutory agency established under the Education for Persons with Special Educational Needs Act, 2004) such information as the Council may, from time to time, reasonably request.  
	The school collects information relating to any special educational needs, psychological assessments/reports, resource teaching hours, and/or special needs assistance hours, etc. Schools are also required to share this personal data with SENOs employed by the NCSE. 
· Psychological assessments, 
· Special Education Needs’ files, reviews, correspondence
· Individual Education Plans, 
· Special Education support file, 
· Notes relating to inter-agency meetings, 
· Medical information (including details of any medical condition and/or medication/treatment required) 
· Psychological, psychiatric, and/or medical assessments

	Child protection and child welfare records: The school is required to follow the DES Child Protection Procedures (Circular 81/2017) and to take appropriate action to safeguard the welfare of students in its care (Child Protection Procedures for Primary and Post-Primary Schools 2017). Staff have a legal responsibility to report actual or suspected child abuse or neglect to the Child & Family Agency (“TUSLA”) and to An Garda Síochána. Mandatory reporting obligations arise under the Children First 2015 and the Criminal Justice (Withholding of Information on Offences against Children and Vulnerable Persons) Act 2012. 
	Mandatory reporting obligations require data sharing with TUSLA, An Garda Síochána and any other appropriate law enforcement or child protection authorities. DES Inspectorate may seek access to the school’s child protection records for audit and Child Protection and Safeguarding Inspection purposes.
· Child protection records 
· Child safeguarding records 
· Other records relating to child welfare 
· Meitheal meetings convened by TUSLA 

	Pastoral Care Records: This information is required to provide access to psychological services, support students, resolve behavioural, motivational, emotional, and cognitive difficulties through assessment and therapeutic intervention, engage in preventative work, etc. Personal data (and special category personal data) will be shared with third parties (e.g., TUSLA, NEPS, CAMHS, An Garda Síochána, Medical practitioners treating the student) to enable the school to comply with its legal obligations and/or to support the student’s vital/best interests. 
	· Record of behavioural concerns, including frequency, persistence, context, and intensity of behaviours  
· Psychological service notes 
· Referrals to/records relating to therapeutic services and other interventions
· Minutes, notes, and other records concerning Student Support 
 

	Internal school processes: This information (e.g. anti-bullying processes and disciplinary/Code of Behaviour processes) is required to meet the school’s duty of care to all its students and staff, to comply with relevant Circulars issued by the Department of Education and Skills, and to run the school safely and effectively. Data collected in these processes may be transferred to the school’s insurer/or legal advisors, or management body, as appropriate, where required for dispute resolution, fact verification, and litigation purposes.    
	· Records of parental complaints. 
· Records of other complaints (student-to-student complaints, etc.). 
· Records relating to bullying investigations. 
· Records relating to Code of Behaviour processes (expulsion, suspension, etc.), including appeals data and section 29 appeals material. 


	Accident and injury reports: This information is used to maintain a safe environment for students and staff, identify and mitigate potential risks, and report incidents/accidents. This data may be transferred to the school’s insurance company and/or indemnifying body and/or legal advisors as appropriate. Data will be shared with An Garda Síochána, TUSLA and the Health & Safety Authority where appropriate. 
	· Accident reports
· Incident Report Forms
· Notifications to the insurance company 
· Exchanges with legal advisors. 
· Notifications to Health & Safety Authority (HSA)


	Financial information: Without this information, the school cannot process payments (e.g., Book Rental, school trips, etc.). After the payments are completed, the documentation is retained for audit and verification purposes. External auditors audit the school’s financial data.
	· Information relating to payments from students’ parents/guardians 


	5. Charity Tax Back Forms 
This information is required so that the school may avail itself of the tax relief scheme for donations of money received.

	To claim the relief, the donor must complete a certificate and forward it to the school so it can claim the grossed-up amount of tax associated with the donation. The school retains this information for audit by the Revenue Commissioners. 
	· CHY3/CHY4 tax back forms 
· Donor name, Address & Telephone Number
· PPS Number
· Tax Rate
· Signature
· Gross amount of donation

	6. Parent Nominees on Boards of Management
This information is required to enable the Board of Management to fulfil its statutory obligations.

	Processing undertaken in accordance with the Education Act 1998 and other applicable legislation (e.g. the Charities Act 2009), including decisions taken for accountability and good corporate governance.
	· Name, address, and contact details of Parent Nominee
· Records in relation to appointment to the Board
· Minutes of Board of Management meetings and correspondence to the Board.
















Appendix E: Confidentiality agreement
Staff Confidentiality, Data Protection & ICT Acceptable Use Declaration
This Agreement applies to all employees of ABACAS Kilbarrack Special School, including permanent, fixed-term, substitute and temporary staff.
1. Confidentiality
In the course of my employment, I acknowledge that I will have access to confidential and sensitive information relating to:
· Pupils and their families
· Special category data (including medical, psychological and behavioural information)
· Individual Education Plans (IEPs)
· Safeguarding and child protection records
· Staff personnel records
· School operational and governance matters
I understand that all such information is strictly confidential.
I agree that I will:
· Not disclose confidential information to any unauthorised person.
· Not discuss pupil or staff matters outside the professional context of the school.
· Do not share confidential information via personal email, messaging apps or social media.
· Do not remove confidential material from the school without authorisation.
· Always maintain professional discretion.
This obligation continues after my employment ends.

2. Data Protection Obligations
I acknowledge that the school processes personal data in accordance with:
· The General Data Protection Regulation (EU) 2016/679 (GDPR)
· The Data Protection Act 2018
I agree to:
· Access personal data only where necessary for my role.
· Process data lawfully, fairly and confidentially.
· Follow the School’s Data Protection Policy.
· Ensure secure storage and transmission of data.
· Use only approved systems for school communications.
· Immediately report any suspected data breach to the Principal.
I understand that unauthorised access, disclosure, or misuse of personal data may constitute a serious disciplinary matter and may result in a report to the Data Protection Commission.


3. Safeguarding
I acknowledge that I am bound by:
· The Children First Act 2015
· The School’s Child Safeguarding Statement
I understand that:
· Confidentiality does not override child protection obligations.
· Any safeguarding concern must be reported in accordance with school procedures.
· Failure to report may constitute a breach of statutory duty.

4. Acceptable Use of ICT
I confirm that I have read and agree to comply with the School’s Acceptable Use Policy (AUP).
I will:
· Use school ICT systems for professional purposes only.
· Not access, store or transmit inappropriate or illegal material.
· Do not use personal devices to store school data without approval and appropriate security.
· Do not record pupils or staff without proper consent.
· Do not communicate with pupils via personal social media or personal messaging accounts.

5. Records & School Property
All documents, digital files, reports, records, photographs and materials created or accessed in the course of employment remain the property of the school.
Upon termination of employment, I will:
· Return all documents and equipment.
· Confirm deletion of school data from any authorised personal devices.

6. Breach of Agreement
I understand that breach of this Agreement may result in:
· Disciplinary action up to and including dismissal.
· Referral to relevant professional bodies.
· Legal action where appropriate.
· 

7.Declaration
I confirm that:
· I have read and understood this Staff Confidentiality, Data Protection & ICT Acceptable Use Declaration.
· I agree to comply fully with its terms.
· I understand that these obligations continue after my employment ends.
Name (Print): _______________________________
Role: ______________________________________
Signature: __________________________________
Date: _____________________________________





















Bus Escort Confidentiality, Data Protection & Conduct Declaration
This Agreement applies to all Bus Escorts engaged to provide transport supervision for pupils of ABACAS Kilbarrack Special School.

1. Confidentiality
During my role as a Bus Escort, I may become aware of confidential information relating to:
· Pupils’ medical needs
· Behavioural needs
· Family circumstances
· Safeguarding matters
· Personal data such as names, addresses and routines
I understand that this information is strictly confidential.
I agree that I will:
· Not discuss pupils or families with anyone outside the professional context of the school.
· Do not share information with other parents, neighbours or members of the public.
· Not discuss pupils in public places (including on the bus route).
· Do not post or refer to pupils or school matters on social media.
· Always maintain discretion.
This obligation continues after my employment ends.

2. Data Protection
I acknowledge that the school processes personal data in accordance with:
· The General Data Protection Regulation (GDPR)
· The Data Protection Act 2018
I agree to:
· Access information only where necessary for my role.
· Not record, photograph or video pupils.


· Not retain written notes containing personal data unless authorised.
· Immediately report any loss of information or suspected data breach to the principal.
3. Safeguarding & Child Protection
I understand that I am bound by:
· The Children First Act 2015
· The School’s Child Safeguarding Statement
I acknowledge that:
· Confidentiality does not override child protection responsibilities.
· Any concern regarding a pupil’s safety or welfare must be reported immediately to the Principal or Designated Liaison Person (DLP).
· I must never promise a pupil secrecy regarding a safeguarding concern.

4. Professional Conduct on School Transport
As a Bus Escort, I agree to:
· Treat all pupils with dignity and respect.
· Maintain appropriate professional boundaries.
· Use positive behaviour support strategies.
· Follow any pupil-specific care or behaviour plans provided by the School.
· Do not use personal mobile phones while supervising pupils (except in emergencies).
· Follow School and Department of Education transport guidelines.

5. Breach of Agreement
I understand that breach of this Agreement may result in:
· Immediate removal from bus escort duties.
· Disciplinary action.
· Referral to relevant authorities where appropriate.
6.Declaration


I confirm that:
· I have read and understood this Confidentiality, Data Protection & Conduct Declaration.
· I agree to comply fully with its terms.
· I understand that these obligations continue after my role ends.
Name (Print): ______________________________________
Signature: ______________________________________
Date: ______________________________________





















Bus Escort Confidentiality, Data Protection & Conduct Declaration
This Agreement applies to all Bus Escorts engaged to provide transport supervision for pupils of ABACAS Kilbarrack Special School. 

1. Confidentiality
In the course of my role as a Bus Escort, I may become aware of confidential information relating to:
· Pupils’ medical needs
· Behavioural needs
· Family circumstances
· Safeguarding matters
· Personal data such as names, addresses and routines
I understand that this information is strictly confidential.
I agree that I will:
· Not discuss pupils or families with anyone outside the professional context of the school.
· Not share information with other parents, neighbours or members of the public.
· Not discuss pupils in public places (including on the bus route).
· Not post or refer to pupils or school matters on social media.
· Always maintain discretion.
This obligation continues after my employment ends.

2. Data Protection
I acknowledge that the School processes personal data in accordance with:
· The General Data Protection Regulation (GDPR)
· The Data Protection Act 2018
I agree to:
· Access information only where necessary for my role.
· Not record, photograph or video pupils.


· Not retain written notes containing personal data unless authorised.
· Immediately report any loss of information or suspected data breach to the principal.

3. Safeguarding & Child Protection
I understand that I am bound by:
· The Children First Act 2015
· The School’s Child Safeguarding Statement
I acknowledge that:
· Confidentiality does not override child protection responsibilities.
· Any concern regarding a pupil’s safety or welfare must be reported immediately to the Principal or Designated Liaison Person (DLP).
· I must never promise a pupil secrecy regarding a safeguarding concern.

4. Professional Conduct on School Transport
As a Bus Escort, I agree to:
· Treat all pupils with dignity and respect.
· Maintain appropriate professional boundaries.
· Use positive behaviour support strategies.
· Follow any pupil-specific care or behaviour plans provided by the school.
· Do not use personal mobile phones while supervising pupils (except in emergencies).
· Follow School and Department of Education transport guidelines.

5. Breach of Agreement
I understand that breach of this Agreement may result in:
· Immediate removal from bus escort duties.
· Disciplinary action.
· Referral to relevant authorities where appropriate.

Declaration
I confirm that:
· I have read and understood this Confidentiality, Data Protection & Conduct Declaration.
· I agree to comply fully with its terms.
· I understand that these obligations continue after my role ends.
Name (Print): ______________________________________
Signature: ______________________________________
Date: ______________________________________
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